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S

outhmont Schools consider technology integral to our learning environment and believe that it will only
continue to grow in importance and availability. In this age, students denied access to modern technology resources would be as unable to function in the learning environment as students denied books and pencils. Therefore, given the following:
(1) a wide variety of digital electronic devices and Internet-based technologies are utilized at all grade levels across the
curriculum in support of teaching, learning and assessing traditional and technology standards,
(2) many traditional resources are now available online only,
(3) our requirement and obligation as a school district to teach technology standards and digital citizenship,
the use of modern educational resources such as computers, mobile devices and the Internet is an acknowledged condition of enrollment at Southmont Schools.

In the same way all enrolled students possess implied parent/guardian permission to access critical educational resources such as books, libraries, pencils and notebooks, and to participate in educational activities such as paper-based
worksheets and tests, group discussions, group projects, art, music and research, all enrolled students will possess implied parent/guardian permission to access critical educational resources such as computers and Internet-based resources, activities and assessments.
Our goals for student users, as a district, are:
•

To prepare students for similar learning platforms they will use in higher education or the workforce

•

To streamline workflow processes for students and to increase productivity and organization

•

To increase collaboration among stakeholders

•

To reduce paper use

•

To increase engagement for students with their learning process

•

To increase the time a teacher has for working with students in class

•

Provide 21st century tools to aid in the learning process and increase 21st century learning skills

•

To enhance learning and improve communication

•

To increase students’ ownership of their learning and the learning process

•

To connect users to both our local and global community

•

To utilize a wide array of digital educational materials

Southmont Schools and the Board of Trustees, therefore, provide students, staff and the community reasonable access to
a variety of technological resources. These resources provide opportunities to students and employees while remaining
within the bounds of safe, legal and responsible use. Accordingly, the district has established guidelines for acceptable
and responsible computer and Internet use, which will apply regardless of whether such use occurs on or off district
property, and applies to all district resources, including but not limited to computer networks and connections and the
resources, tools and learning environments made available by or on the networks, and all devices that connect to those
networks. This handbook is designed to provide parents and students a thorough understanding of those guidelines,
along with those forms required for the use of the district’s electronic resources.
For more information about network access or policies, you may contact the Office of Technology Services. Additional
resources are also available on our website at http://www.southmontschools.org/technology-services.
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OVERVIEW OF DIGITAL AGE LEARNING EXPECTATIONS AND DEVICE RESPONSIBILITIES

Southmont Schools students and their parents/guardians should be familiar with and understand the content of the following guidelines:

SECTION

PURPOSE

I. Digital Citizenship

Provides for a student-level commitment to ethical use of technology resources

II. Responsible Use

Focuses student behavior as they engage with district-owned technology resources

III. Use Agreement

Provides guidelines for use of district-owned technology resources

IV. Device Guidelines

Provides guidelines designed specifically for the use and upkeep of district-owned
mobile devices

I. DIGITAL CITIZENSHIP
Good digital citizenship is good citizenship. Citizenship is expected whether a student activity is in person or
online, whether in the hallway or in Google Classroom. District-issued devices (laptops, chromebooks, iPads, etc.)
should be used for educational purposes and students are to adhere to the Responsible Use Policy and all of its corresponding administrative procedures at all times. While working in a digital and collaborative environment, students should always conduct themselves as good digital citizens by adhering to the following:
1. Respect Yourself. I will show respect for myself through my actions, select online names that are appropriate and
use caution with the information, images and other media that I post online. I will carefully consider what personal
information about my life, experiences or relationships I post. I will not be obscene and will act with integrity.
2. Protect Yourself. I will ensure that the information, images and materials I post online will not put me at risk. I
will not publish personal or contact details or a schedule of my activities. I will report any attacks or inappropriate
behavior directed at me while online. I will protect my passwords, accounts and resources.
3. Respect Others. I will show respect to others. I will not use electronic media to antagonize, bully, harass or stalk
people. I will show respect for other people in my choice of websites. I will not visit sites that are degrading to others, pornographic, racist or inappropriate. I will not enter other people’s private spaces or areas.
4. Protect Others. I will protect others by reporting abuse and not forwarding inappropriate materials or communications. I will avoid unacceptable materials and conversations.
5. Respect Property. I will request permission to use copyrighted or otherwise protected materials. I will suitably
cite all websites, books, media, etc. used by me. I will acknowledge all primary sources. I will validate information.
I will use and abide by the fair use rules. I will treat and use district-owned property appropriately.
6. Protect Property. I will request the use of software and media others produce. I will purchase, license and register all software or use available free and open source alternatives rather than pirating software. I will purchase my
music and media and refrain from distributing these in a manner that violates others’ licenses. I will ensure my district-owned device is kept in its case to prevent damage and will treat other equipment respectfully.
Additionally, Southmont Schools utilizes specific digital citizenship lessons at each grade level, created by Common
Sense Media, to assist students in becoming good digital citizens. A copy of the curriculum used can be viewed at
any school building. Parents may also use material from Common Sense Media by navigating to their website at
https://www.commonsensemedia.org/educators/digital-citizenship.

II. RESPONSIBLE USE: TECHNOLOGY, INTERNET AND SOCIAL MEDIA
All use of district-owned technology and the Internet shall be consistent with Southmont Schools’ goal of maximizing the potential of every person every day by facilitating resource sharing, innovation and communication. Guidance and instruction will be provided for each individual granted network access through school. The policy does
not attempt to state all required and/or unacceptable behaviors by users. However, some specific examples are pro-
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vided. The failure of any user to follow the terms of the Responsible Use Policy will result in the loss of privileges,
disciplinary action and/or appropriate legal action.
1. Allowable Use. The use of your network account must be in support of education and research and consistent
with the educational objectives of Southmont Schools.
2. Privileges. The use of the district-provided network, communication and wireless services is a privilege, not a
right. Inappropriate use will result in the cancellation of those privileges. The Director of Operations and the Superintendent will deem what is appropriate use and their decision is final. The administration, faculty and staff of
Southmont Schools may request that specific user accounts be denied, revoked or suspended.
3. Prohibited Use. You are responsible for your actions and activities online. Some examples of irresponsible, prohibited use include:
- Using the network for any illegal activity, including violation of copyright or other contracts, or transmitting
any material in violation of any U.S. or state regulation or law.
- Any action that violates school or district policy.
- Unauthorized downloading of software as determined by the developer.
- Downloading copyrighted material for other than personal use.
- Using the network for private or commercial gain and/or using the network for commercial or private advertising.
- Gaining unauthorized access to resources or entities, including the accounts of others.
- Invading the privacy of others, cyberbullying and/or spamming.
- Posting material authored or created by another without his/her consent.
- Accessing, submitting, posting/publishing or displaying defamatory, inaccurate, abusive, obscene, profane,
sexually oriented, threatening, racially offensive, harassing or illegal material, or any other material deemed educationally inappropriate.
- Using the network while access privileges are suspended or revoked.
- Attempts to disrupt or otherwise interfere with the normal operation of any district website, network or wireless system or equipment.
- Attempting to bypass safeguards put in place on the devices, including device settings and the district web
filter.
4. Exclusive Use of Access. Network users are solely responsible for the use of their logins, passwords and access
privileges. Any problems that arise from the use of a registered user’s login are the user’s responsibility. The use of
a registered login by someone other than the user is forbidden and is grounds for denial or limitation of network
access privileges.
5. Network Etiquette. You are expected to abide by the accepted rules of network and safety etiquette. These include, but are not limited to the following:
- Be polite.
- Use appropriate language. Do not swear or use vulgarities or any other inappropriate language.
- Do not reveal the addresses or telephone numbers of students or colleagues.
- Do not engage in spamming, or other attempts to otherwise disrupt the use of the network by other users.
All communications and information accessible via the network should be assumed to be the property of Southmont
Schools.
6. Personal Safety. For your own benefit, observe the following precautions:
- Do not post personal contact information about yourself or other people. This information includes, but is not
limited to your address, telephone number, work details, etc.
- Do not agree to meet with someone you have met online.
- Disclose to your teacher, counselor, principal, parents or other trusted adult any message you receive that is
inappropriate or makes you feel uncomfortable.
7. Search and Seizure/Due Process. Your network accounts are not private. Routine maintenance and monitoring

Page 4

of the email or file servers may lead to discovery that you have violated this policy or the law. The technology department will conduct searches if there is reasonable suspicion that you have violated this policy or the law, or if
requested by local, state and/or federal law enforcement officials. Southmont Schools will cooperate fully with officials in any investigation related to illegal activities conducted on network resources owned by Southmont Schools.
8. Security. Security on any computer system is of the highest priority, especially when the system involves many
users. If you identify a security problem on technology resources you should notify the Office of Technology Services or a member of its staff. Users should not demonstrate the problem to other users. Users should not use another individual’s login credentials. Attempts to log on to the network with a stolen identity or as a system administrator will result in cancellation of user privileges and possible expulsion. If a user is identified as a security risk or
has a history of problems with ours or other computers systems, Southmont Schools may deny access to technology
resources.
9. Vandalism/Harassment. Vandalism and/or harassment will result in the cancellation of privileges, and disciplinary action will be taken. Vandalism is defined as any malicious and/or intentional attempt to harm, steal or destroy data of another user, district networks or technology hardware and software. This incudes, but is not limited
to the uploading or creation of computer viruses, installing unapproved software, changing equipment configurations, deliberately destroying or stealing hardware and/or its components or seeking to circumvent network security. Harassment is defined as the persistent annoyance of another user or the interference in another’s work. This
includes, but is not limited to the sending of unwanted electronic messages of any kind on any electronic platform.
Additionally, students should remember that their virtual actions have real and permanent consequences. A few
tips are listed below.

WEBSITE AND SOCIAL MEDIA GUIDELINES
Be conscious of what you post online. Website and social media venues are very public. What you contribute leaves a
digital footprint for all to see. Do not post anything you wouldn’t want friends, enemies, parents, teachers, future colleges or employers to see.
Follow the school’s code of conduct when writing online. It is acceptable to disagree with others’ opinions; however, do
it in a respectful manner. Make sure that criticism is constructive and not hurtful. What is inappropriate in the classroom is inappropriate online.
Be safe online. Never give out personal information, including, but not limited to names, phone numbers, addresses,
birth dates and pictures. Do not share your password with anyone besides your teachers and parents.
Linking to other websites to support your thoughts and ideas is recommended. However, be sure to read and review
the entire website prior to linking to ensure that all information is appropriate for a school setting.
Do your own work. Do not use others’ intellectual property without their permission. Be aware that it is a violation of
copyright law to copy and paste others’ thoughts. It is good practice to hyperlink to your sources.
Be aware that pictures may also be protected under copyright laws. Verify that you have permission to use the image or
that it is under Creative Commons attribution.
How you represent yourself online is an extension of yourself. Do not misrepresent yourself by using someone else’s
identity.
Online work should be well written. Follow writing conventions including proper grammar, capitalization and punctuation. If you edit someone else’s work, be sure it is in the spirit of improving the writing.
If you run across inappropriate material that makes you feel uncomfortable or is not respectful, tell your teacher right
away.
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III.

USE AGREEMENT: SCHOOL– AND STUDENT-OWNED TECHNOLOGY
Southmont Schools Board of Trustees has approved the distribution of mobile devices, specifically iPads and
Chromebooks, to all students in our district. In keeping with the district’s commitment to providing the best possible educational opportunities in a 21st century society, we are committed to providing the infrastructure, resources
and guidance necessary to ensure that this initiative is beneficial to and in support of our students. However, knowing that instant connectivity with the world is an awesome responsibility, that students are able to access resources
that do not support their educational pursuits and that such access requires guidance and supervision by both staff
and parents, Southmont Schools expects students to abide by procedures and expectations that are designed to ensure maximum productivity and benefit from those devices. The following will govern use of all district-owned devices while a student is enrolled in our district:
1. Students are responsible for the care and maintenance of the device while it is assigned to them. Because the device belongs to the district, students are not to alter, damage, change or otherwise deface the device, case, carrying
case, cord or charger.
2. Students are to keep the device in the supplied case (iPad) at all times, or in the carrying case (Chromebook)
when not in use.
3. Students should ensure that the device is charged each night and ready for use each day.
4. Students are responsible for the device and should keep it with them at all times or in a secure location when necessary. The district is not responsible for, and any repair/replacement fee does not cover, lost or stolen devices.
5. Students should keep food and liquids away from the device at all times.
6. Students must immediately report damaged or malfunctioning devices to their school office or a member of the
Office of Technology Services staff.
7. Intentional damage to, abuse of or misuse of a district-owned device will result in possible repair charges being
levied and disciplinary action being taken.
8. Students are forbidden from engaging in any action that violates school or district policy or local, state or federal
regulation or law.
9. Students are forbidden from participating in any form of cyberbullying.
10. Students are prohibited from transmitting, accessing, uploading, downloading or distributing offensive, profane, pornographic, obscene or sexually explicit materials.
11. Students are prohibited from hacking, altering or erasing the device in any way.
12. Students are prohibited from bypassing the district’s web filter or removing software that has been placed on the
device by Southmont Schools’ staff.
13. Students are prohibited from using the device to access other students’ accounts, files and/or data.
Because the district has provided students with a mobile device to be used to access the internet via the district’s
wireless infrastructure and collaborate with other students in support of learning goals, no personally-owned devices will be allowed to connect to our network, unless otherwise approved by the Office of Technology Services.

Additional guidance is provided in the Use of Student Provided Device Agreement that each student and parent
receives and signs before taking possession of the device. A copy can be found on the Technology page of our website.
IV.

CHROMEBOOK AND IPAD GUIDELINES
All students attending Southmont Schools will receive a mobile device for their use while enrolled in our schools—
an iPad Gen 4 for students in grades K-2 and a Dell Chromebook for students in grades 3-12. Additionally, classrooms might have sets of iPads that may also be used by students to assist in their academic endeavors. All students
who utilize district-owned devices, including but not limited to iPads, Chromebooks and laptops, are required to
adhere to the following guidelines:
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1. Charge the device nightly at home before returning to school so they are fully charged for the beginning of the
next school day.
2. Bring the device to school every day for instructional use.
3. Have the device available to present to staff when asked. If a student is unable to present their device for three
(3) consecutive school days, the device will be considered lost and appropriate action taken, including but not limited to compensation for the cost of a replacement device.
4. Keep the device secure and damage free.
5. Do not remove the device from the protective case (iPad) for any reason and only remove the device from the
case when in use (Chromebook).
6. Use a soft, lint-free towel or cloth to clean the screen—do not use spray or liquids.
7. Because the devices are touch screen, students should use care when using this feature to navigate their device.
8. Do not loan out the device, charger or cord to others.
9. Use only the included charger and a standard outlet to charge your device.
10. Do not deface the device, charger, cord or case with drawings, stickers or other permanent adornment. Defacing
any district-owned equipment will result in being charged for a replacement.
11. Do not leave the device unattended at any time.
12. Do not eat or drink while using the device or have food or drinks in close proximity to the device.
13. Do not allow pets near the device.
14. Do not place the device on the floor or on a sitting area, such as a chair or a couch.
15. Do not leave the device near table or desk edges.
16. Do not stack objects on top of the device. If there are any ventilation holes on the device, do not block or obstruct them while the device is powered on.
17. Do not leave the device in your vehicle.
18. Do not leave the device outside.
19. Use your device in a climate controlled environment—do not expose to extreme temperatures.
20. Do not use the device near water.
21. Do not check the device as luggage should you be traveling with it.
22. Make sure to back up files regularly (via a cloud-based system like Google Drive or a USB drive). All students
are provided a G Suite for Education account which allows them to store documents in their Google account. This
allows students to access those documents from other devices via the Internet and to share them with other students
and teachers.
23. Take good physical care of your device because you will use this device for several years while enrolled in
Southmont Schools.
24. Do not modify or alter the asset tag, serial number or model number for any reason. Do not remove the student
ID in the carrying case (Chromebook).
25. Report damage or lost/stolen devices to your school office immediately. Failure to report damage will result in
charges for repair being assessed. The loss or theft of a device will result in a charge for replacement being assessed
to the student. If theft is suspected, a police report must be filed with local law enforcement immediately.
Failure to follow the above guidelines could result in the assessment of repair/replacement costs, suspension of take
-home privileges and/or suspension of use.
V.

GUARDIAN EXPECTATIONS
Transforming our students into good citizens is a partnership between the school and home. Southmont Schools
will always use all resources within reason and means to ensure safe and appropriate use of modern technologies
and the Internet. However, no technologies are perfect and determined students will find ways to circumvent protection and security mechanisms. Teachers cannot monitor every window on every device of every student all of
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the time or prevent students from rapidly switching tasks to mask activity. Students will assume responsibility for
their actions and guardians will acknowledge that no systems or environments are perfect. Southmont Schools will
provide students with opportunities to learn good digital citizenship and online safety. We will also expect that students will be given the opportunity to learn good online behavior and respect for technology in the home and we
will provide parents with digital citizenship and cyber-safety learning opportunities upon request and through advertised parent nights.
Parents are encouraged to set parameters regarding device use at home. All devices are WiFi enabled and are capable of accessing the Internet when wireless networks are available. Because it is impossible to predict with certainty
what information students access or obtain on the Internet while at home, we encourage parents to convey expectations their children should follow when using the devices while not in school or at home. The district is not responsible for content accessed by users who connect to the Internet via their personal mobile device and non-school network (e.g., cellular networks).

VI.

ADDITIONAL RESOURCES
Listed below are additional resources that may assist students and parents in ensuring a safe, constructive learning
experience with their device.
1. Digital Citizenship
- Common Sense Media: https://www.commonsensemedia.org/parent-concerns,
https://www.commonsensemedia.org/educators/digitalcitizenshipweek/home
- Netsafe: https://www.netsafe.org.nz/
- StaySafeOnline: https://staysafeonline.org/stay-safe-online/for-parents/raising-digital-citizens
- CyberWise: http://www.cyberwise.org/
- TeachThought: http://www.teachthought.com/tag/parents/
2. Chromebook Resources
- Google for Education: https://www.google.com/edu/
- Chromebook Basics: https://edutrainingcenter.withgoogle.com/device_training/unit?unit=14
- Chrome Story: https://www.chromestory.com/chromebook/
- Chromebook User Guide: https://www.chromestory.com/chromebook/user-guide/
- Chromebook Help: https://productforums.google.com/forum/#!forum/chromebook-central
- OMG! Chrome: http://www.omgchrome.com/
3. Parent Resources
- Cyberwise: http://www.cyberwise.org/
- Common Sense Media: https://www.commonsensemedia.org/
- ConnectSafely: http://www.connectsafely.org/guides-3/
- Google Family Safety YouTube Channel: https://www.youtube.com/user/googlefamilysafety
- Edutopia Parent’s Guide to 21st Century Learning:
http://www.edutopia.org/pdfs/guides/edutopia-parents-guide-21st-century-learning.pdf
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USE OF STUDENT PROVIDED DEVICE AGREEMENT
1:1 INITIATIVE SIGNATURE PAGE
SOUTHMONT SCHOOLS
By signing this page, you agree that you have read and will abide by the conditions listed in the ConnectED@Southmont
Schools guidebook and assume responsibility for the care and proper use of Southmont Schools technology, including
mobile devices, desktops and networks. Southmont Schools is not responsible for any loss resulting from misuse, theft,
lost data or service interruptions. Information obtained via the Internet and other sources using district-owned technologies is not guaranteed as to its accuracy or quality. I understand that should I fail to honor all the terms of district
guidelines for use of technology, future Internet, network and device access may be denied. Furthermore, I may be subject to disciplinary action outlined in my building’s Student Code of Conduct and, if applicable, charges assessed and
access denied.
PARENT/GUARDIAN AGREEMENT
As the parent/guardian, my signature indicates I have received, read, understand and have discussed with my child
(ren) the ConnectED@SouthmontSchools guidebook and the expectations set forth within.
Parent/Guardian Name (please print):
Parent/Guardian Signature:

Date:

STUDENT AGREEMENT (FOR ALL STUDENTS GRADES 3-12 ONLY)
As the student, my signature indicates I have received, read and understand the ConnectED@SouthmontSchools guidebook, and accept responsibility for abiding by the expectations set forth within.
Student Name (please print):
Student Signature:

Date:

School:

Grade:

For 2019-2020: This page must be signed and returned by and for all new students,
before a device will be issued to your child (returning students do not need to complete this form). This form may be returned to your child’s school office.
REPAIR AND REPLACEMENT PROCEDURES
There will not be a repair and replacement fee associated with student devices (iPads or Chromebooks) for SY 2018-2019.
The following terms apply for use of district-owned devices:
K-2 iPads: The district will cover the cost of repairs or replacement of devices, except when the damage is determined to
be intentional, caused by neglect or negligence or while provided to students for take-home use. In those instances, parents will be responsible for the cost of repairs to the device.
3-12 Chromebooks: Each student is allowed one damage/replacement free of charge per year (except in the case of
theft/lost device) of the device adoption (4 years total), as part the district’s purchase agreement with Dell. Any damage
or loss beyond the first incident in a single year will be the financial responsibility of the parent.
Parents will be billed the cost of repairs and will be provided the opportunity to develop a payment plan to cover repair/replacement costs. Families that do not adhere to the payment plan, or who refuse to meet financial obligations of
the program will be referred to a collections agency to recover costs.
Parents who elect to seek independent insurance on the device may wish to visit Worth Avenue Group’s website
(https://www.worthavegroup.com/product/) or speak with their homeowner’s insurance.
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